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Overview

The purpose of this report is to provide a high-level summary of the current risk and compliance posture for Dill Inc based on findings from completed
assessments, ad-hoc risks, incidents, and other risk factors.

Vendor / Service Provider Summary Criticality and Control Standards

Criticality Types / Standard m

Vendor / Service Provider Name Dill |
/ Hine Compliance (Corporate) Compliance (1)

Workflow State 5. Entering Plans : : - -
Compliance (HIPAA Security - security) Compliance (3)

Business Owner / Sponsor Vendor Owner

Compliance (NIST 800-171) Compliance (1)
Areas Used By Online Sales

Compliance (PCI Compliance (1
Approval Status Approved for Use P (PCT) P (1)

Criticality (Availability) High (3)

Criticality (Security) Severe (4)

Overall Criticality Severe (4)

SIG Criticality Compliance (1)

Overall Questionnaire Score: . .
Questionnaire in Scope

The following table presents the questionnaire determined to be in scope based
62 1 on the classification assessment for Dill Inc

Dill Inc 0

Dill Inc - PCI Cardholder Data (VRM) 79
Dill Inc - SIG - Lite 120
Dill Inc - Vendor Controls - Full 423
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Compliance by Domain Type and Domains

Compliance by Domain Types

The following chart shows compliance percentage by domain type (e.g. ISO, NIST, GLBA, etc). The remaining charts in this section will show detailed compliance
percentages by specific domains within each domain type.

TSP

Shared Assessments
PCI

NIST CSF Detail
HITRUST - Controls
HIPAA Security
GLBA
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Compliance by Domain : COBIT Detail Mapping

The following chart shows compliance percentage for individual domains within the COBIT Detail Mapping domain type.

MEAO02.05 Ensure that assurance providers are independent and qualified.

MEA02.01 Monitor internal controls. — 100%

DSS06.06 Secure information assets. — 100%

DSS06.03 Manage roles, responsibilities, access privileges and levels of authority.
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Compliance by Domain : FFIEC Detail
The following chart shows compliance percentage for individual domains within the FFIEC Detail domain type.

IV.A.3-Independence of Tests and Audits
IV.A.2(d)-Audits

IV.A.2(b)-Penetration Tests

II1.B-Threat Monitoring

I1.C.8-Physical Security
I1.C.7(e)-Training
I1.C.7(d)-Confidentiality Agreements
I1.C.4-Control Implementation
I1.C.17-Application Security
I1.C.15(d)-Use of Remote Devices
I1.C.15(c)-Remote Access
I1.C.13(e)-Rogue or Shadow IT
I1.C.13(d)-Transit of Physical Media
I1.C.13(c)-Disposal of Information
I1.C.13(b)-Electronic Transmission of Information
I1.C.11-End-Of-Life Management
I1.C.10(d)-Patch Management
I1.C.10(b)-Hardening

I.C-Resources
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Compliance by Domain : GLBA

The following chart shows compliance percentage for individual domains within the GLBA domain type.

ITI-C (2) Training

IT Information Security Program
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Compliance by Domain : HIPAA Security

The following chart shows compliance percentage for individual domains within the HIPAA Security domain type.

314.b.2.ii: Adequate separation

314.a.2.i.B: Business associate contracts - compliance
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Compliance by Domain : HITRUST - Controls
The following chart shows compliance percentage for individual domains within the HITRUST - Controls domain type.

10.h Control of Operational Software 100%

09.1 Back-up 100%

09.h Capacity Management

09.f Monitoring and Review of Third Party Services
09.d Separation of Development, Test, and Operational Environments
09.c Segregation of Duties

09.af Clock Synchronization

09.ac Protection of Log Information 100%

09.aa Audit Logging

09.a Documented Operations Procedures

08.h Supporting Utilities

08.g Equipment Siting and Protection

05.g Contact with Special Interest Groups —| 100%
05.b Information Security Coordination — 100%

05.a Management Commitment to Information Security | oo
04.b Review of the Information Security Policy — 100%
01.w Sensitive System Isolation — 100%
01.q User Identification and Authentication —| 100%
01.m Segregation in Networks — 100%
01.d User Password Management — 100%

0L.c Privilege Management—

I I I I I 1
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Compliance by Domain : NIST CSF Detail

The following chart shows compliance percentage for individual domains within the NIST CSF Detail domain type.

RS.CO-5: RESPOND | Communications - External Stakeholder Information Sharing

PR.DS-1: PROTECT | Data Security - Data-at-rest — 100%

DE.DP-3: DETECT | Detection Processes - Testing

DE.CM-5: DETECT | Security Continuous Monitoring - Unauthorized Mobile Code —

100%
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Compliance by Domain : PCI

The following chart shows compliance percentage for individual domains within the PCI domain type.

12 Maintain an InfoSec policy

10 Track and monitor all access

03 Protect stored data
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Compliance by Domain : Shared Assessments
The following chart shows compliance percentage for individual domains within the Shared Assessments domain type.

——

Q. Software Security — 50% _
P. privacy 5% 9% [ o6

M. Mobile - 33% A

L. Compliance -| - 20%  [EE07 .

K. Business Resiliency 9% [ s20

J. Incident Event and Communications Management

I. Information Systems Acquisition Development & Maintenance _

H. Access Control

F. Physical and Environmental Security

E. Human Resource Security
D. Asset Management
C. Organizational Security

A. Risk Assessment and Treatment
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Compliance by Domain : TSP
The following chart shows compliance percentage for individual domains within the TSP domain type.

08 Communications and operations management

12 Compliance — 100%

11 Business continuity management_ 63% -
10 Systems development and maintenance —| 100%
09 Access control — 100%

B L

o me

07 Physical and Environmental Security
06 Personnel security

05 Asset classification and control

04 Organizational security 8% _
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Summary of Risk Factors

The following table provides a summary of open questionnaire findings, ad-hoc risks, and incidents associated with Dill Inc

Risk Factor Type m Total Universal Severity Highest Universal Severity Highest Alert Status

Open Questionnaire Finding 3. Medium

Open Risk 1 4 4, High

1. Normal

1. Normal
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Questionnaire Findings Burn-Down: Target vs. Actual

The following chart shows the targeted vs. actual “burn-down” of universal severity through the remediation of questionnaire findings. The “target” line shows the total
universal severity of questionnaire findings expected to be open month-over-month based on the specified Required Closure Date. The “actual” line shows the total
universal severity for questionnaire findings that are were still open in the displayed month, regardless of the Required Closure Date.

Questionnaire Findings Burn-Down: Target vs. Actual
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Questionnaire Findings Burn-Down: Target by Domain

The following chart shows the targeted “burn-down” rate broken out by individual domain types.

Questionnaire Findings Burn-Down: Target by Domain Type
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Total Count of Questionnaire Finding by Workflow State Total Universal Severity of Questionnaire Finding by Workflow State

The following chart provides total count of Questionnaire Finding by The following chart provides total universal severity for Questionnaire

workflow state. Finding by workflow state.
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Total Count of Risk by Workflow State Total Universal Severity of Risk by Workflow State
The following chart provides total count of Risk by workflow state. The following chart provides total universal severity for Risk by workflow
state.
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Security Scorecard Rating

SecurityScorecard Overall Grade SecurityScorecard Overall Grade Trend
The following chart shows Test’s current Overall Company Rating The following chart shows Test’s current SecurityScorecard Overall Company Rating over
according to SecurityScorecard. time.
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BitSight Rating

BitSight Overall Company Rating (Current) BitSight Overall Company Rating (Trend)

The following chart shows Test’s current Overall Company Rating The following chart shows the trend of Test’s Overall Company Rating over time.
according to BitSight.
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